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Abstract: Cyber technologies have changed both social and
international relations dramatically. The influence of information and
telecommunication technologies (hereafter — ICTs) extends from daily
life to fundamental freedoms, economies, public administration and
political relations. Recent changes brought by coronavirus has
emphasized the world’s heavy dependence on ICTs. The technologies
provide a virtual environment for normal working processes, ensure e-
procurement for medical equipment and supplies, raise awareness of
coronavirus prevention, maintain people’s life at hospitals etc. However,
ICTs not only provide considerable benefits to society as a whole, but also
can be used for criminal purposes as well as in manner inconsistent with
the Charter of the United Nations to inflict substantial damage to critical
infrastructure of a state, interfere in elections, block e-government and
bank services etc. The pandemic has led to the introduction of new cyber
challenges and risks. At the same time, there is no international treaty on
cybersecurity as well as on combating cybercrime concluded under the
auspices of the United Nations that could be applicable to cope with these
newly emerged threats. In this situation, cybersecurity challenges might
be addressed through ethical norms, which are more flexible than
international legal norms. Thus, in the absence of comprehensive legal
response to cyber risks cyber ethics is particularly important.

Therefore, the article analyzes international legal basis for
international cyber ethics. It distinguishes the types of international
relations that are regulated by ethical norms. The research defines new
risks to cyber security that have emerged during the pandemic and
discusses possible ways to respond them through cyber ethics. The paper
expresses a view that ethical rules concerning friendly and responsible
state behaviour in the context of combating cybercrime should be
reflected in an international convention on countering the use of
information and communications technologies for criminal purposes,
which is going to be developed under the auspices of the United Nations.

Keywords: cyber ethics, international morality, international law,
cybersecurity, human rights
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1. Introduction

Cyber technologies are widely used almost in all areas of social activities. Their
influence extends from daily life to fundamental freedoms, economies, public
administration and political relations. The pandemic restrictions have only increased
the world’s heavy dependence on information and telecommunication technologies.
This trend not only brings new challenges and risks to international and national
security of states, but also has a considerable influence on international relations.
For instance, due to the COVID-19 pandemic meetings at the UN (The Week Ahead at
the United Nations, 2021; Wang Yi Chairs UN Security Council High-Level Meeting,
2021; Associated Press, 2020) and other international organizations (the World Health
Organization (Seventy-Fourth World Health Assembly, 2021), the Organization for
Security and Co-operation in Europe (hereafter - OSCE) (Parry, 2021), the European
Union (Video Conference of the Members of the European Council, 25 March 2021,
2021), the Eurasian Economic Union (3aceganue Briciiero EBpasuiickoro
3KoHoMMueckoro coBeTa 21 mas 2021 roga, 2021) often take place remotely.

Unfortunately, such extensive use of technologies has provided more
opportunities to misuse them for unlawful purposes. The pandemic has witnessed the
growth in number of cyber attacks conducted by states (Konrad-Adenauer-Stiftung e.V.
& Wiggen, 2020) and non-state actors (Konrad-Adenauer-Stiftung e.V. & Wiggen, 2020);
an extending practice of the application of cyber sanctions (Pomaroli &
Hammerschmid, 2020); new human rights challenges (OHCHR | Web Summit - Human
Rights in the Digital Era, 2021); misinformation campaigns conducted via Internet
(Research Paper et al., 2021), the growing digital divide (Coronavirus reveals need to
bridge the digital divide | CNUCED, 2020) etc.

International legal framework for state behaviour in cyber space is based on
conventions of general character (the Unites Nations (hereafter - UN) Charter, human
rights treaties, international humanitarian law treaties etc.), that don’t specifically
address cyber issues. International treaties on cybersecurity as well as conventions
against cybercrime concluded at regional level contain different rules for
international cooperation in the area discussed (Maroz, 2019). The UN has just only
started the process of the development of a convention on countering the use of
information and communications technologies for criminal purposes (Cybercrime
Ad Hoc Committee, 2021). However, that is an important step in establishing
international legal framework for combating cybercrime.

Unfortunately, there is no effective global consensus concerning the rules
governing state behaviour in cyber space even from soft law perspective (UN GGE and
OEWG | GIP Digital Watch Observatory for Internet Governance and Digital Policy,
n.d.). Therefore, cyber ethics for interstate relations might be an instrument that
could respond flexibly to many of newly emerged threats.
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International ethics looks at moral values as an essential element of
international relations (Shapcott, 2013). However, cyber issues are rarely viewed in
the context of international ethics (Dudley et al., 2011). At the same time, cyber
technologies are more frequently used to conduct global policy as well as are subject
to political decisions within the framework of international relations.

Therefore, the present paper discloses the sources of morality for cyber
activities in international relations; defines their applicability to the changing
international relations in times of pandemic; reveals those areas in respect to which
unwritten ethical norms are not effective enough and should be embodied in
international treaty.

The research mainly addresses legal and ethical norms that are adopted at
universal level and, thus, doesn’t deal with regional approaches to cybersecurity. The
article doesn’t analyze professional behaviour of international public servants from
ethical perspective and considers only international relations between states and
international intergovernmental organizations.

2. Sources of international morality for international relations in the area
of cyber security

Despite the fact international community consists of different states that have
their own moral values and standards of socially accepted behaviour, there are some
common moral principles that all states share (truth and justice as well as agreement
about such fundamental norms as the dignity of human persons, freedom from
torture, impartial application of the law, and freedom of conscience) (Amstutz, 2013).
In accordance with a theory of international ethics, these rules refer to as ,minimal”
morality (Amstutz, 2013).

Regardless a philosophical theory that a certain researcher belongs to, the
principles of international law set forth in the UN Charter as well as jus cogens norms
are in fact agreed to be not only legal, but also moral standards for international
relations. They include such principles as sovereign equality; the settlement of
international disputes by peaceful means; refraining in international relations from
the threat or use of force against the territorial integrity or political independence of
any state, or in any other manner inconsistent with the purposes of the UN;
respect for human rights and fundamental freedoms; non-intervention in the internal
affairs of other States; the duty of States to co-operate with one another in accordance
with the Charter; the principle of equal rights and self-determination of peoples;
the principle that States shall fulfil in good faith the obligations assumed by them in
accordance with the UN Charter (United Nations Charter, paras 1-2; United Nations
General Assembly resolution 2625 (XXV)).

Non-exhaustive list of jus cogens norms summarized by the International Law
Commission includes: the prohibition of aggression; the prohibition of genocide;
the prohibition of crimes against humanity; the basic rules of international
humanitarian law; the prohibition of racial discrimination and apartheid; the
prohibition of slavery; the prohibition of torture; the right of self-determination
(International Law Commission, 2019).
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Nevertheless, international relations are evolving over time and hard law not
always can cape pace with these changes. The UN and it specialized agencies as well as
regional intergovernmental organizations put their effort in establishing soft law
regulation for ethical use of information and telecommunication technologies (hereafter
- ICTs) and issues related to them (responsibility of IT business for security by design,
ethical aspects of artificial intelligence, automated processing of big data etc.) (UNESCO,
2021; United Nations, 2011; United Nations, 2021; Committee of Ministers of the Council
of Europe, 2016). However, new challenges brought by the pandemic require rethinking
of some rules in this area. In fact, it's unclear whether new moral principles for
international relations have emerged in times of pandemic and whether the content of
the existing political values with regard to the use of ICTs are still the same.

Since ethics is ,the moral correctness of specified conduct” (Oxford University
Press (OUP), n.d.), it defines what conduct should be right (Popa, 2019, p. 428).
In other words, it's about what is to be and not about what exists. As Amstutz notes
there are three types of actors involved in the development of ethical foreign policy:
a) a political leader with strong moral values; b) civil society; c) international
organizations (Amstutz, 2013).

From international perspective, states and other subjects of international law
are those responsible for the development of international morality. However, as it
has been mentioned in the second report by the Group of governmental experts on
developments in the field of information and telecommunications in the context of
international security ,effective cooperation would benefit from the appropriate
participation of the private sector and civil society” (Group of Governmental Experts
on Developments in the Field of Information and Telecommunications in the Context
of International Security, 2013). Thus, private actors such as IT companies, NGOs can
influence international ethics.

3. Challenges brought by the pandemic to international relations and
international cyber ethics

International relations have witnessed dramatic changes during the pandemic.
Among the most important issues of concern are the growing number of state
sponsored cyber attacks, unpredictable adverse impact of cyber sanction on the
enjoyment of human rights, the lack of legal regulation for international cooperation
in combating cybercrime and human rights implications of the COVID-19
cyber-related restrictive measures taken by states.

The number of state sponsored cyber attacks increased during the pandemic
(ENISA Threat Landscape 2020: Cyber Attacks Becoming More Sophisticated,
Targeted, Widespread and Undetected, 2020). At the beginning of the pandemic
state-sponsored hackers were allegedly involved in cyber espionage to steal vaccine
research in the UK, USA and Canada (Kelion, 2020; Bartlett & Ophel, 2021). Australia
became a victim of the attack carried out by ,,a sophisticated state-based cyber actor”
(Jackson, 2020). At the same time, not always any convincing facts of state
involvement in cyber attacks were presented (MuTepdarc, 2021). Evidentially,
unlawful state acts committed with the use of ICTs alongside with the lack of trust and
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confidence between states do not assist in enhancing open, secure, peaceful and
accessible cyberspace.

International law, and in particular the UN Charter, is applicable and essential
to maintaining peace and stability and promoting secure ICT environment
(Open-ended Working Group on Developments in the Field of Information and
Telecommunications in the Context of International Security, 2021). Nevertheless,
international law doesn’t comprehensively deal with many important issues
concerning qualification of cyber attacks, problems of attribution from technical
perspective, measures of self-help against state sponsored cyber attacks etc. (Delerue,
2021, p. 4-5, 55). On the other hand, the norms of international morality embodied in
the reports of the UN Groups of governmental experts on advancing responsible state
behaviour in cyberspace in the context of international security (hereafter - GGE) of
2013, 2015, 2021 address most of these important questions.

In particular, the UNGGE Report of 2013 affirmed the applicability of
international law to state conduct within ICT-related activities (art. 19-20),
recognized the need for states to ,meet their international obligations regarding
internationally wrongful acts attributable to them” (art. 23) (Group of Governmental
Experts on Developments in the Field of Information and Telecommunications in the
Context of International Security, 2013).

UNGGE Report of 2015 significantly expanded the scope of internationally
expected measures that state should take in the face of cyber attacks. In particular,
the Report of 2015 stipulated that ,in case of ICT incidents, states should consider all
relevant information, including the larger context of the event, the challenges of
attribution in the ICT environment and the nature and extent of the consequences”
(art. 13 (b)); ,states should be committed to refraining from launching cyberattacks
on the critical infrastructures of other states” (art. 13 (b)); ,states should not conduct
or knowingly support activity to harm the information systems of the authorized
emergency response teams of another State. A State should not use authorized
emergency response teams to engage in malicious international activity” (art. 13 (k))
(Group of Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security, 2015). In more recent
reports prepared by the UN Open-ended working group on developments in the field
of information and telecommunications in the context of international security
(hereafter - OEWG) and the UNGGE these rules have been reiterated and
complemented (Open-ended Working Group on Developments in the Field of
Information and Telecommunications in the Context of International Security, 2021;
Group of Governmental Experts on Advancing responsible State behaviour in
cyberspace in the context of international security, 2021).

Unfortunately, states don’t consider a possibility of establishing legally binding
framework for the standards of responsible state behaviour in cyberspace (Group of
Governmental Experts on Advancing responsible State behaviour in cyberspace in the
context of international security, 2021, para. 4). Therefore, for the present time it
would be premature to expect treaty-making efforts in the area discussed.
Thus, existing international law alongside with norms of international morality
continue to be a regulative framework for state behaviour in cyber context.
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States are reshaping their possible political responses to malicious cyber
activities, what is quite predictable in the light of growing risks of state-sponsored
cyber attacks. In 2020 the European Union imposed the first ever sanctions against
cyber-attacks (EU Imposes the First Ever Sanctions against Cyber-Attacks, 2020).
The USA has been imposing cyber sanctions since 2012 (Bartlett & Ophel, 2021).
However, the highest number of sanctions impositions was reached in 2020
(90 designations) (Bartlett & Ophel, 2021).

Sanctions themselves are subjected to an extensive academic debate (Douhan,
2013; Douhan, 2017; Ruys, 2016; Hofer, 2017; Vazquez, 2003; Macfarlane, 2021).
Cyber sanctions usually refer to restrictive measures adopted against individuals and
entities determined to be responsible for or complicit in malicious cyber-enabled
activities (Cyber Sanctions, 2021).

However, cyber sanctions, in fact, can be used to react to any other activities,
not connected to cyber-attacks. As Special Rapporteur on the negative impact of
unilateral coercive measures on the enjoyment of human rights (hereafter - Special
Rapporteur on unilateral coercive measures) stresses ,cybertechnologies are also
influencing the scope of private entities involved in the implementation of sanctions
regimes” (Special Rapporteur on the negative impact of unilateral coercive measures
on the enjoyment of human rights, 2020). She indicates, that private entities can be
banned from providing certain services or supplying certain software to certain states
in accordance with domestic legislation on restrictive measures. For instance, ,United
States-registered companies block social media accounts as a part of the Magnitsky
sanctions regime” (Special Rapporteur on the negative impact of unilateral coercive
measures on the enjoyment of human rights, 2020).

As Special Rapporteur on unilateral coercive measures stresses, cyber
sanctions had an adverse impact on the enjoyment of basic human rights during the
pandemic in Syria. Restrictive measures imposed on Syria in the first pandemic year
led to a situation when Syrian government was unable to buy software for CT
scanners (Maté, 2021). Syrian population, including medical doctors, was banned
from using Zoom, Netflix (France 24, 2021). Moreover, Syrian doctors didn’t have a
possibility to use other open-access software for distant diagnosis, distant treatment
or consultations (for example, PubMed service), what was critical since there were
not sufficient doctors in the country (Maté, 2021).

Therefore, unpredictable extraterritorial effect of such sanctions in times of
pandemic has adverse influence on the enjoyment of human rights (right to life, right to
health, right to work, right to education, right to development and others). Moreover,
such measures taking during the pandemic don’t contribute to bridging digital divide
which is also a special issue of international concern (United Nations, 2021).

Taking into account legal and ethical considerations presented by the Special
Rapporteur on unilateral coercive measures in her publications and report it’s
possible to assume that cyber sanctions having serious adverse humanitarian
consequences in times of pandemic can’t be considered as morally justified measure
regardless the purpose for which they are imposed.
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Notably, nowadays not only state-sponsored attacks are challenging national
cybersecurity. Hackers attacks became more sophisticates and destructive during the
pandemic (Pranggono & Arabo, 2020). They attacked critical infrastructure of states
(Burgess, 2020), as well as national and international organizations operating in the
fields of healthcare, pharmaceuticals, medical research for different purposes ranging
from fraud to espionage (Fighting a War on Two Fronts: COVID-19 Responders and
the Threat from Cyberattacks, 2021), committed supply chain attacks (Leyden, 2021).

However, in the lack of applicable international treaties states might not react
on transnational cybercrime (Schjglberg & Hubbard, 2005). One of the cases, which
demonstrates the need for international cooperation on the matter, is a cyber attack
against Colonial Pipeline. Colonial Pipeline was forced to pay $4.4m ransom in
cryptocurrency to hackers after cyber attack in May 2021 (Reporter, 2021). The US
Intelligence service detected the attack was conducted by hackers from Russia’s
territory (Mary-Ann Russon, 2021). The US President ].Biden declared that Russia
»have some responsibility to deal with this”, since the attack had been launched from
the territory of Russia (Mary-Ann Russon, 2021).

In fact, the US and Russia don’t have an applicable treaty against cybercrime to
which both states are parties. At the same time, they are state parties to the UN
Convention on transnational organized crime of 2000 (United Nations Convention
against Transnational Organized Crime and the protocols thereto, 2004), the Treaty
on mutual legal assistance on criminal matters of 1999 ([loroBop mexay Poccuiickoit
®epepanueit u CoeguaeHHbpiMU llITaTaMu AMepUKH 0 B3aHMHOM MPaBOBOU MOMOIIU
1o yrosoBHbIM AesiaM, 1999) that could be applicable to the issue. Moreover, the
dialogue between the two states was established to cooperate on ransomware
attackers also owing to political effort (Wilkinson, 2021).

The case of Colonial Pipeline could have been also addressed in the light of due
diligence principle, which is well-established in international law. Its applicability to
cyber relations was stressed by the UNGGE GGE (Group of Governmental Experts on
Developments in the Field of Information and Telecommunications in the Context of
International Security, 2015) and substantiated in the Tallinn Manual 2.0 on the
international law applicable to cyber operations (Schmitt, 2017, p. 30-50).

Thus, the rule that ,states should not knowingly allow their territory to be used
for internationally wrongful acts using ICTs” (Group of Governmental Experts on
Advancing responsible State behaviour in cyberspace in the context of international
security, 2021) can be viewed both as a legal principle and as a moral obligation of states.

As far as cybercrime is concerned, purely ethical rules (those not enshrined in
treaties and binding resolutions of the UN Security Council) are not enough to
establish a robust mechanism of international cooperation in the area.

First of all, the collaboration of law-enforcement agencies includes certain
procedures that require strict adherence to human rights (right to liberty, right to
private life, freedom of movement etc.) and principles of criminal law pursuant to
them, such as principle of legality, equality before the law, humanity, fairness,
presumption of innocence and others. They are chiefly regulated by law.

Secondly, a power to exercise criminal jurisdiction traditionally belongs to any
state. In other words, it emanates from state sovereignty (Beale, 1923, p. 241-262).
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Therefore, lacking harmonized criminal law and some important treaty rules
(principle aut dedere aut judicare, provisions concerning jurisdiction and mutual
legal cooperation, extradition etc.) it's impossible for law-enforcement agencies to
cooperate promptly and to the widest extent possible for the purposes of combating
cybercrime. The only way to collaborate in such a situation might be to invoke
informal procedures of cooperation (Boister, 2012, p. 23; YnpaBienue OOH mno
HapkoTHKaM U npectynHoctH, 2013, p. XII), which are not effective enough to deal
with transnational cybercrime in the absence of applicable international instrument
(Cerezo etal., 2007).

Therefore, international ethics is unlikely to be a workable solution to a
problem of cybercrime. The International Convention on Countering the Use of
Information and Communications Technologies for Criminal Purposes, which is going
to be developed under the aegis of the UN (Mesquita et al., 2020), can be seen as a
significant step in strengthening international cooperation in the fight against
cybercrime.

Another issue of international concern is human rights impacts of COVID-19
(Wong, 2020). As UN Secretary-General Anténio Guterres put it, ,the world faces a
pandemic of human rights abuses in the wake of Covid-19” (Guterres, 2021). The most
affected human rights include right to life, to health, to education; an adequate
standard of living including food, housing, water and sanitation; right to social
security; right to work (and protections at work); freedoms of movement, right to
private life and freedoms of peaceful assembly and association; freedom of speech.

The use of ICTs in the course of pandemic restrictions resulted in the limitations
of human rights (Guterres, 2021). States have been applying different technologies
(special software, drones, cameras at public places etc.) for the detection of
individuals under quarantine obligations or for observance of social distancing at
public places (Sekalala et al., 2020). The extensive use of such technologies have
raised many concerns concerning their compatibility with human rights (Sekalala et
al,, 2020; Brown & Toh, 2021.

Human rights in digital era has been a special issue for consideration by the UN
General Assembly (United Nations, 2018; United Nations, 2017; United Nations, 2015),
the UN Council on Human Rights (Human Rights Council, 2016; Human Rights Council,
2019), the OSCE (Akdeniz, 2016; OSCE, 2018), Council of Europe (Committee of
Ministers, 2019; Committee of Ministers, 2020; Committee of Ministers, 2021;
Committee of Ministers, 2018) etc. The legal framework for these rights includes a
substantive number of treaties (The Convention on the Prevention and Punishment of
the Crime of Genocide 1948, International Covenant on Civil and Political Rights 1966,
International Covenant on Economic, Social and Cultural Rights 1966, Convention on
the Elimination of All Forms of Discrimination against Women 1979 etc.). Legal
obligations emanating from such conventions have a very strong moral basis.

Taking into account the scope and the scale of application of ICTs during the
pandemic the following questions have drawn special attention of the UN Human
Rights Council special procedures: disinformation and misinformation concerning the
pandemic on the Internet (Special Rapporteur on the promotion and protection of the
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right to freedom of opinion and expression, 2021); pandemic and freedom of
expression (Special Rapporteur on the promotion and protection of the right to
freedom of opinion and expression, 2020), data protection and surveillance in the
context of anti-COVID-19 measures (Special Rapporteur on the right to privacy,
2020), artificial intelligence and privacy, and children’s privacy (Special Rapporteur
on the right to privacy, 2021), digital barriers faced by older persons to community
engagement in times of pandemic (Human Rights Council, 2020) and others.
The recommendations made by the Special Rapporteurs on human rights alongside
with extensive soft law regulation developed by the UN bodies constitute a necessary
regulative basis for ethical behaviour of state in the context of newly emerged
challenges to human rights.

4. Conclusions

All the aforementioned makes it possible to come to the following conclusions:

1. International ethics is an important part of international normative framework
for international relations. Despite the fact international moral norms are not binding
for states they're establishing an internationally accepted standards of behaviour for
international actors. Therefore, this kind of norms play a significant role for regulating
new areas of international relations, such as those concerning the use of ICTs.

2. Unpredictable extraterritorial effect of cyber sanctions in times of pandemic
has adverse influence on the enjoyment of basic human rights. Thus, cyber sanctions
leading to serious negative humanitarian consequences can’t be considered as
morally justified measure regardless the purpose for which they are imposed.

3. International cooperation in the fight against transnational cybercrime can
not be regulated exclusively by international norms of morality. Clear obligations
concerning jurisdiction, mutual legal cooperation and extradition should emanate
from legally binding treaty. Moreover, any request for mutual legal assistance or
extradition requires compliance with human rights guarantees. Therefore, the widest
cooperation in combating cybercrime is possible only within the framework of
international treaty. Thus, any informal cooperation in the area discussed can only
positively complement international collaboration based on international
conventions. Taking into consideration the fact there is no international treaty against
cybercrime concluded at universal level, the International Convention on Countering
the Use of Information and Communications Technologies for Criminal Purposes,
which is going to be developed under the aegis of the UN, can be seen as a significant
step in strengthening international cooperation in the fight against cybercrime.
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